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> IoT DEVICES IN THE FITNESS / WELLNESS 
ENVIRONMENT 



Fitness & Wellness Equipment

 Devices designed to promote the well-being of a user as 
pdaæia]joækbælh]jja`(æopnq_pqna`æ]j`ænalapeperaæatan_eoa*¦

> Fitness & Wellness Equipment  

¡Pj^oq§æCfqkbppæBnrfmjbkq7æBringing the world of IoT to 
the Fitness ecosystem

Å High quality sensors

Å Activity tracking

Å Cloud computing capabilities 

Å Real time interaction with other users

ÅMultimedia playback

Health

condition

Posture

Performance



> Smart Fitness Equipment Features 

Personalized
Training

Real time 
interaction 
with other 

users

Activity 
tracking

Multimedia 
playback

Social 
Networks 

Example GUI 

Modern Infotainment System



> Information Security Attack Surface

Standard Fitness Equipment

VS

 Oi]np çBepjaooçAmqeliajp



ÅDevice Security: A matter of Business Ethics vs. Market 
profits

 Olaj`ejcæpkkæiq_dækjæoa_qnepuæi]uæha]`æpkæ]æjkj-
lnkbep]^haælnk`q_p¦æ

o A convenient solution: Adopt an existing ecosystem 
(e.g. Android) and rely on its security controls.

o An awkward result:
ÅThe adopted system is too generic.
ÅCustom apps introduced, lacking security 

controls.
ÅCircumvention of system security controls to 

achieve primary function (e.g. HW control).

> Technology Tradeoffs 



Typically vendors will only implement 

the security controls needed 

to meet pre-market and post-market 
requirements. 

Åe.g. Safety Requirements

ÅHow about Cybersecurity 
Requirements?

> Compliance



> Cybersecurity for Smart Fitness Devices (EU)

Product Safety

e.g EN 957-6

ISO 12100:2010

Risk Assessment 

for machinery 

Is a treadmill a medical device?

Data Protection (GDPR)

TOO BROAD

USER DATA

MDR, APPLICABLE BY 2020



ÅA treadmill can be 
used for fitnessor 
for medical 
diagnosis and 
therapy

ÅIn EU, the 
manufacturer gets to 
declare the type!

> Medical Devices & the Fitness Paradox 

https://www.hpcosmos.com/sites/default/files/uploads/documents/20130923_kanzlei_luecker_medical_device_act_pro
duct_classes_hpcosmos_treadmill_sport_medical_scan_4c.pdf



> Cybersecurity for Smart Fitness Devices (US)

Product Safety

e.g F2115

Is a treadmill a medical device?

HIPAA/HITECH

NO CYBERSECURITY HERE

PATIENT DATA

EXEMPTED



> Powered Treadmill Classification (US)

ÅPowered Treadmills 
are considered a 
 Class 1 Medical 
Device¦ç$]__kn`ejcçpkç
FDA) 

ÅClass 1 Medical 
Devices are exempted 
from pre-market 
cybersecurity 
provisions!



> BUILDING FITNESS IoT WITH ANDROID



Å=j`nke`çeoçcajane_¨

ÅTo control the environment provided by Android, vendors 
typically follow one of two approaches:

o Integration with Mobile Device Management (MDM) 
software

o Deployment of a Custom ROM

> Android Controlled Devices



A set of technologiesusedin orderto administer

mobiledevicesintermsof:

ÅDeployment 

ÅSecurity 

ÅAuditing 

ÅPolicy enforcement

Typicallysolutionsinclude:

ÅA client - server architecture

ÅFeatures such as: Hide apps, Disable notifications, 
Disable the status bar, silent install/uninstall 
apps etc.

> MDM Technologies



ÅAOSP Derived ROMs

o May include more / less features than stock Android

ÅThe Manufacturer

o Takes full responsibility for platform management and 
maintenance

o Has a constant oversight regarding possible 
vulnerabilities

o Should be able to resolve issues
o Should be able to deliver updates in a safe way

> Custom Android ROMs



> Smart Fitness Device Stack

VENDOR SUPPLIED 
HARDWARE CONTROL 
SOFTWARE 

VENDOR 
CUSTOM UI 
AND APPS

ANDROID OS

DEVICE
HARDWARE



> THE CASE OF A POPULAR LINE OF GYM 
EQUIPMENT



ÅExamined devices

o A powered treadmill 
o A bicycle (exercise bike) 
o A stepper

ÅDevice Vendor: A world leader in the Fitness and 
Wellness solutions

ÅVendor name and the exact models will not be 
disclosed

> Our case



ÅWe first stumbled upon these devices 
during a Red Team assessment

ÅVulnerabilities found were indicative 
of the things that can go wrong with 
an Android-controlled fitness 
device

ÅSome of these vulnerabilities were 
also shared with devices made by 
other manufacturers

> Our case



The user is given

limited options

> Device UI



> Circumventing UI Restrictions

Lkæqebæerkqæcloæ^æTb_Sfbt©

- Most common target in an MDM 
solution

- Supports plenty offunctionalities & 
cannot beeasilyprotected

- Easiest choice to present text and 
datawithout extra software

- Almostalways existsin 
authentication forms that integrate 
social networks
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> Circumventing UI Restrictions



User Login options:

ÅCreate new 
Account

ÅUse an existing 
account

ÅLogin using a 
Facebook 
account 

> Circumventing UI Restrictions



> Circumventing UI Restrictions #1

ÅTerms and Conditions / Privacy Policies are often rendered in WebViews



> Circumventing UI Restrictions #1

ÅHap#oçhkkgçbknç]çlink!



ÅLink traversal leads to an external site! 

ÅDau(çpdana#oç]çCkkchaçhejgçpdanaģ

> Circumventing UI Restrictions #1



ÅGoogle logo provides access to search engine

ÅThe search engine can be used to download a crafted APK!

> Circumventing UI Restrictions #1



ÅAlternate UI escape 
through Facebook

> Circumventing UI Restrictions #2



> Local File Manager Abuse
ÅAndroid WebViewsand Web Browsers are capable of triggering 

activities on other installed apps.

ÅA simple file upload form on the Web will make Android look for installed 
file manager programs (i.e. the appropriate intent receivers)



> Local File Manager Abuse

ÅFile Manager found installed supported multiple actions, including 
APK installation and execution

ÅThe attack surface has now increased!



ÅInstallation from unknown sources was found enabled!

> Installing a custom app for remote shell 
access



> Getting remote shell access



ÅVendor APKs communicated with su_server
service over Unix domain sockets in order to 
execute privilegedcommands

ÅFurther investigation of the /system/xbin
directory revealed the presence of the binaries: 
o su
o su_client(The Unix domain socket client)

$ ./ su_client 'id > / sdcard / status.txt ' && cat / sdcard / status.txt

uid =0(root) gid =0(root) context=kernel

> Privilege Escalation

APP

SUID

Service

Privileged

Command

AGENT



> Privilege Escalation

ÅIt was now possible to extract sensitive data:

o Private keys
o Firmware
o Domain Credentials bknçpdaçraj`kn#oç_knlkn]paç=_peraç@ena_pknu

ÅAble to access, interact and tamper with the data and functionalities of other apps:

o Extract the training data
o The passwordpkçpdaçraj`kn#oçbepjaooçpn]_gejcçlh]pbkni
o Pdaçqoan#oçFacebook token
o Change the configurationof the training program

ÅHow about hardware control?



> GETTING HARDWARE CONTROL



> Getting Hardware Control

ÅThe Hi Kit: The Display 
Board

ǒ The Low Kit: The 
Inverter/Break board



> Getting Hardware Control

ÅThe Hi Kit: The Display 
Board

ÅThe Low Kit: The 
Inverter/Break board



> Examination of the Android IPC and Data 
Sharing in Hi Kit (Display board)

IPC in AOSP

Intents Classic Unix:

e.g. Shared 

Memory,

Sockets

Services Broadcast

Receivers

Binder and 

Messenger

Data Sharing

Internal

Storage

External

Storage

Content

Providers



> Controlling the Hardware through Hi Kit

ÅThe hardware equipment is controlled:

o Through the custom Hardware 
Abstraction Layer (HAL) 
component, and the corresponding 
app.

o Through the attached USB 
device (separate 
microcontroller) and the 
corresponding app.
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> Controlling the Hardware through Hi Kit

ÅThe current state of the equipment is 
maintained in the Repository

ÅThe Repository initializes shared 
memory (Real Time Repository)

ÅThe state is accessible:

o Through exposed content 
providers

o Using Binder and direct memory 
operations



> Controlling the Hardware through Hi Kit
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maintained in the Repository
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memory (Real Time Repository)

ÅThe state is accessible:

o Through exposed content 
providers

o Using Binder and direct memory 
operations



> Controlling the Hardware through Hi Kit

ÅThere is also the possibility to initiate 
actions by placing certain files in a USB 
flash drive

ÅSuch actions include:

o Force a Reboot
o Force to Wipe Data
o Force Logcat Extreme
o Force Entry to Configuration Menu
o Enable ADB
o Force FSCK
o Force touch screen calibration
o Force APK installation/removal



> When you Press a Software Button
Å The Dashboard/Custom Training 

APK updates the Repository
through the content provider

Å The Repositoryupdates the 
Shared Memoryand informs the 
Equipment APKusing an Intent

Å The Equipment APK is informed 
through the serviceand sends the 
appropriate command to the USB 
controller 



> When you Press a Hardware Button

Å The Equipment APK receives the 
action through the USB controller

Å The Equipment APK updates the 
Repository through the content 
provider

ÅOther APKs (e.g. 
Dashboard/Custom Training 
APK) observe and interact on 
button changes using the content 
provider in Repository



> When you Press a Hardware Button

Å TheRepository updates the 
Shared Memory and informs 
the Equipment APK using an 
Intent

Å The Equipment APK is 
informed through the service 
and sends the appropriate 
command to the USB 
controller



> Fingerprinting the Device Type

ÅA content provider can be used to 
obtain the equipment details.

ÅThe obtained equipment code can 
be matched with the equipment 
details found in an sqlite
databasein the sdcard.
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details found in an sqlite
databasein the sdcard.



> Identifying a logged in User

ÅIn a similar way, it is possible to 
extract information regarding 
the Facebook token and other 
user information (age etc.)



> Remotely Controlling Speed and Incline

ÅAgain, a content provider can be 
used to simulate a button activity.
ÅThe receiver would be the 

Repository
ÅIt would resemble an action 

received from the USB hardware 
ÅExample below triggers joystick 

action for speed increase


